IBM System Storage - DS8900F Disk Storage
Microcode Bundle 89.43.3.0 Release Note Information v1.1

Release Date: 30 April, 2025

VRMF Level Data Results:

VRMF level From: 89.42.18.0
VRMF Level To: 89.43.3.0
Report for: DS8900F
Code Bundle Contents
DS8900F Code | SEA or LMC DSCLI Client Heat Map Storage Copy Services
Bundle Level Version: Transfer Utility | Manager Manager
89.43.3.0 7.9.43.10 7.9.43.10 7.9.43.10 5.9.43.1006 6.3.10

Overview of new features and functions supported by this release on
DS8900F 533x and 5341 models 993/994/996/998

At a glance:
e Code fixes

This new microcode release supports DS8900F systems only.

Select Modifications Included in this Release Note:

This is a list of some modifications contained across one or more LIC (License Internal Code) or microcode
release(s). The potential impact is variable. Specific environments may aggravate or degrade the potential
impact. Problem(s) fixed and reported in this release note may not be in higher levels of code bundles.

Definition of Problem Severity:

1 | HighImpact |- Acute: Irrecoverable error with potential loss of data.

- Serious: Irrecoverable error with potential loss of access to data, or critical function.

2 | Moderate - A function not operational and/or performance might be degraded.

3 | Service - A recoverable error (no impact) and service improvements.

4 | Improvements |- Improvement changes for better Usability and Serviceability.

HIPER: High Impact problem that is Pervasive: 3 or more occurrences

vl.1, 30 May 2025



IBM System Storage - DS8900F Disk Storage
Microcode Bundle 89.43.3.0 Release Note Information v1.1

Acute: An irrecoverable error with potential loss of data.

None.

Transparent Cloud Tiering copier improvements
1 Problem Description: Code enhancements to improve TCT copier performance, and
reliability.

1 Potential Impact of Problem: Degraded throughput, job hangs.
2 Environment: All R9 using TCT

3 Problem Severity: High Impact

4 Pervasive Problem: No.

ID# 367069

Safeguarded Copy source volumes write inhibited
1 Problem Description: When an extent pool is out of space, Safeguarded Copy is taking too
long to fail the operation, and free the lock needed to allow roll-off to free up space in the pool.

2 Potential Impact of Problem: Loss of access
3 Environment: All R9 using Safeguarded Copy
4 Problem Severity: High Impact

S Pervasive Problem: No

ID# 368070

1/O timeouts caused by missing State Change Interrupt (SCI)

1 Problem Description: If the paths to a device from a specific host image are in a Mixed
grouped/ungrouped state, and a SCI is first offloaded on one of the ungrouped paths, the SCI
indication for the grouped paths will also be cleared.

2 Potential Impact of Problem: I/O timeouts when undergoing CS state transitions, or are
coming out of long busy.

3 Environment: R9.4.x and z/OS workloads
4 Problem Severity: High Impact

5 Pervasive Problem: No

ID# 371904
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Moderate: A system path is not operational and/or performance may
be degraded.

Host Adapter MLE

1

Problem Description: While processing an inbound exchange, a SAN link event may trigger a
Microcode Logic Error.

2 Potential Impact of Problem: Warmstart

3 Environment: All R9

4 Problem Severity: Moderate

5 Pervasive Problem: Yes

ID# 356274

0x5039 MLE

1 Problem Description: When quiescing a CKD volume for CS activity, code will wait for I/Os
on volume 0000 to complete, regardless of which volume is being quiesced.

2 Potential Impact of Problem: Warmstart.

3 Environment: All R9 using CKD volumes.

4 Problem Severity: Moderate

5 Pervasive Problem: No

ID# 366400

Transparent Cloud Tiering unresponsive after a shutdown attempt

1

N A W

—

Problem Description: A core segmentation fault can be triggered by the TCT shutdown
process if it is performed while there is I/O running.

Potential Impact of Problem: TCT unusable until restarted.

Environment: All R9 using TCT.

Problem Severity: Moderate

Pervasive Problem: No

D# 368945

10S6411 PORT STATE CHANGE messages for zHyperlinks

1

N AW

—

Problem Description: z/OS is issuing a link reset to zZHyperlinks, for timeouts that are not
understood by DS8k or z development. Accordingly we are adding a long-term trace buffer, to
better capture what is occurring.

Potential Impact of Problem: zHyperlink down for ~20 seconds

Environment: All R9 using zHyperlinks

Problem Severity: Moderate

Pervasive Problem: No

D# 369053
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1IEA4941 PPRC PAIR DUPLEX PENDING FC messages missed by GDPS

1 Problem Description: If a FlashCopy establish (or withdraw) causes a PPRC pair to go
pending, present the SCI to all volumes, not just online volumes.

2 Potential Impact of Problem: Failure to warn that the environment is not Hyperswap capable.

3 Environment: All R9 using zZHyperswap.

4 Problem Severity: Moderate

5 Pervasive Problem: No

ID# 369233

0x21E1 MLE

1 Problem Description: Two Safeguarded Copy tasks "collided" while deallocating cache
segments on the same cache track.

2 Potential Impact of Problem: Warmstart.

3 Environment: All R9 using Safeguarded Copy recovery point on an active backup.

4 Problem Severity: Moderate

5 Pervasive Problem: No

ID# 369645

0x4143 MLE, End of Chain Task Timeout

1 Problem Description: A deadlock can occur, if a FlashCopy establish is issued to a target
volume, that is also a PPRC primary, and suspend command is issued to this volume.

2 Potential Impact of Problem: Warmstart.

3 Environment: All R9 using FlashCopy onto PPRC

4 Problem Severity: Moderate

S Pervasive Problem: No

ID# 370151

0x062E MLE

1 Problem Description: zHyperlink write task was interrupted by a subsequent zHyperlink write
task.

2 Potential Impact of Problem: Warmstart.

3 Environment: All R9 using zHyperlink.

4 Problem Severity: Moderate

S Pervasive Problem: No

ID# 370313

DS CLI password still exposed

1

N AW

—

Problem Description: When logging into a DS8000 using DS CLI, a specific sequence may
reveal the login password. Prior fix does not always work.

Potential Impact of Problem: Security Exposure.

Environment: All R9 using DS CLI on Windows.

Problem Severity: Moderate

Pervasive Problem: No

D# 371442
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Enclosure Services Manager (ESM) fenced after Storage Enclosure midplane replaced

1 Problem Description: Midplane repair does not reset state of ESMs immediately after it has
passed verification.

2 Potential Impact of Problem: Extended service action.

3 Environment: All R9

4 Problem Severity: Moderate

5

Pervasive Problem: No
ID# 371656

mkcloudserver fails with SSL. handshake invalid certificate path exception

1 Problem Description: Code logic sometimes selects the wrong certificates when creating the
cloud

2 Potential Impact of Problem: Warmstart.

3 Environment: All R9 using multiple certificate pairs for TCT.

4 Problem Severity: Moderate

5

Pervasive Problem: No
ID# 372274

Service: A recoverable error, Service improvements

GUI dashboard showing different used vs provisioned total capacity
1 Problem Description: GUI is receiving CKD volume information in number of cylinders, but
lacks the code to process the conversion.

2 Potential Impact of Problem: Warmstart.
3 Environment: All R9 using CKD volumes.
4 Problem Severity: Service

S Pervasive Problem: No

ID# 370318

After CDA, collectedCodelL.evels file contains incorrect code version
1 Problem Description: Ensure process to collect local HMC levels, will also run for peer HMC.

2 Potential Impact of Problem: Incorrect reporting.
3 Environment: All R9

4 Problem Severity: Service

5 Pervasive Problem: No

ID# 371385

Cleanup AOS Entries in /etc/hosts on HMCs
1 Problem Description: Entries provided to ensure Assist On-Site (AOS) availability are no
longer needed, and are potentially counterproductive.

2 Potential Impact of Problem: Loss of remote support capability using AOS.
3 Environment: All R9

4 Problem Severity: Service

5 Pervasive Problem: No

ID# 371439
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Improvements: Improvements for better usability

Slow Transparent Cloud Tiering migration to Cloud

Problem Description: Create additional logging for First-Time Data Capture.
Potential Impact of Problem: Degraded Performance

Environment: All R9 using TCT

Problem Severity: Improvement

Pervasive Problem: No

D# 364420

N A W -

—

Certificate Signing Request abbreviates the STate attribute
1 Problem Description: In CSR, ST=Arizona becomes ST=AZ, for example.

2 Potential Impact of Problem: Noncompliant CSR.

3 Environment: All R9, creating CSR using DS GUI. WUI is unaffected.
4 Problem Severity: Improvement.

S Pervasive Problem: No.

ID# 365499

Resiliency improvement for SRC BE§2CD7x

1 Problem Description: 1 of 2 midplane VPD modules could not be read.
2 Potential Impact of Problem: Single point of repair

3 Environment: All R9

4 Problem Severity: Improvement

5 Pervasive Problem: Yes

ID# 371036

Pick up new HMC base
1 Problem Description: Pick up new HMC base for security improvements.

2 Potential Impact of Problem: N/A
3 Environment: All R9

4 Problem Severity: Improvement.
5 Pervasive Problem: No.

ID# 371766
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Trademarks

The following terms are trademarks of the International Business Machines
Corporation in the United States, other countries, or both.
> AIX

> Enterprise Storage Server

>ESCON

> FICON

>15/08S

> iSeries

>1BM

> pSeries

> S/390

> System Storage

> TotalStorage

>z/0S

> zSeries

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the web at Copyright and
trademark information at http://www.ibm.com/legal/us/en/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

© Copyright IBM Corp. 2004, 2011

Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.
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The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATIONS "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply

to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this

publication at any time without notice.
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